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Abstract- Sometimes sensitive data must be handed over to supposedly trust third parties. With the extensive application of
database systems, the owners of the databases have urgent requirements to protect their copyright of databases. Some of the
data is leaked and found in an unauthorized place the distributor must assess the likelihood that the leaked data came from
one or more users. This paper contains concept of data leakage, its causes of leakage and different techniques to protect and
detect the data leakage. In the field of IT huge database is being used. This database is shared with multiple people at a time.
But during this sharing of the data, there are huge chances of data vulnerability, leakage or alteration. So, to prevent these
problems, detection of data leakage system has been proposed. This paper includes brief idea about data leakage detection
and a methodology to detect the data leakage persons. Data leakage is the main hindrance in data distribution. Traditionally
this data leakage is handled by watermarking technique which requires modification of data.
Keywords- Data Allocation Strategies, Data Leakage, Fake Object.

I.

Perturbation is a very useful technique where the data
is modified and made less sensitive before being
handed to agents. For example, one can add random
noise to certain attributes or one can replace exact
values by ranges on the original record. However in
some cases, it is not important to alter the original
record. Suppose if an outsourcer is doing our payroll,
he must have the exact salary and customer bank
account numbers. If medical researchers treating the
patients (as opposed to simply computing statistic)
they may need accurate data for the patients.

INTRODUCTION

Data leakage is the unauthorized transmission of data
or information from within an organization to an
external destination or recipient [8][12]. Data leakage
is defined as the accidental or intentional distribution
of private or sensitive data to an unauthorized entity.
Sensitive data of companies and organization
includes intellectual property, financial information,
patient information, personal credit card data and
other information depending upon the business and
the industry. Furthermore, in many cases, sensitive
data shred among various stakeholders such as
employees working from outside the organizational
premises, business partners and customers. This
increases the risk of confidential information falling
into unauthorized hands.
Furthermore, in many cases, sensitive data is shared
among various stakeholders such as employees
working from outside the organizational premises
(e.g., on laptops), business partners and customers.
This increases the risk of confidential information
falling into unauthorized hands.

Traditionally, leakage detection is handled by the
watermarking. For example a unique code is
embedded in each distributed copy. If that copy is
later found in the hands of an unauthorized party, the
leaker can be identified. Watermarks can be very
useful in some cases but again, involve some
modification of the original data. Furthermore,
watermarks can sometimes be destroyed if the data
recipient is malicious [7].
In this paper, we develop an algorithm of data
allocation strategies for finding the guilty agents that
improves the chances of identifying a leaker. We also
consider the option of adding fake objects to the
distributed set. Such object do not corresponds to real
entities but appear realistic to the agents. Means that
fake objects act as a type of watermarks for the entire
set, without modifying any original data. If it turns
out that an agent was given one or more fake objects
that were leaked, then the distributor can be more
confident that agent was guilty.

In the course of doing business, sometimes data must
be handed over to supposedly trusted third parties for
some enhancement or operations. Let’s take the
example; a hospital may give patient records to
researcher who will devise new treatments. Similarly
a company may have partnership with other
companies that require sharing of customer data.
Another enterprise may outsource its data processing,
so data must be given to various other companies.
Owner of data is termed as the distributor and the
supposedly third parties are called as the agents. In
this project, our goal is to identify the guilty agent
when the distributor’s sensitive data have been leaked
by some agents. Perturbation and watermarking are
techniques which can help in such situations.

II.

EXISTING SYSTEM

Leakage detection is handled by watermarking, e.g., a
unique code is embedded in each distributed copy. If
that copy is later discovered in the hands of an
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iteratively explore the optimal combination of
parameter values to enhance linking performance and
accuracy. Results of linking birth defects monitoring
program and birth certificate data using FRIL show
99% precision and 95% recall rates when compared
to results.

unauthorized party, the leaker can be identified.
Watermarks were initially used in images, video and
audio data whose digital representation includes
considerable redundancy [1]. Watermarking aims to
identify a data owner and, hence, is subject to attacks
where a pirate claims ownership of the data or
weakens a merchant’s claims.

The goal of record linkage is to find syntactically
distinct data entries that refer to the same entity in
two or more input files. The process is important for
both data cleaning and integration in birth defects
surveillance and research.

A. Watermarking Methodology
Nowadays, the digital assets such as software,
images, video, audio and text are pirated which is a
strong concern for owners of these assets. The
protection schemes for such assets are based upon the
insertion of digital watermarks into them. In this
process, a particular object or record from the data is
selected for the purpose of watermarking satisfying
criteria. The criterion is these marks should have
insignificant impact on the usefulness of data[10].
The procedure of watermarking introduces small
errors into the object being watermarked. These
intentional errors are called marks and all the marks
together constitute the watermark. These marks are
chosen in such a way that it has least impact on the
data and placed such that a malicious user cannot
destroy them. In traditional technique, leakage
detection is handled by watermarking which is
method of implanting a unique code on each of the
distributed copy. When this copy is later discovered
in the hands of an unauthorized party, the leaker can
be identified.

B. FRIL Architecture
The figure shows the workflow of the FRIL
architecture. The user specifies the initial input files.
Each run involves the user specifying the search
method, the distance function in the attribute
comparison module and the decision model.

Drawbacks of watermarking
However, there are two major disadvantages of the
above algorithm:
1. It involves some modification of data i.e.
making the data less sensitive by altering
attributes of the data. This alteration of data
is called perturbation. However in some
cases, it is important not to alter the original
distributed data. For example, if an agent is
doing the payroll, he must have the exact
salary. We cannot modify the salary in this
case.
2. The second problem is that these watermarks
can be sometimes destroyed if the recipient
is malicious.
III.

Figure1. FRIL Architecture

FRIL Modes
In this project FRIL provides two modes that is
1. Linkage of the data files
2. Detection of the data

PROPOSED SYSTEM

Our project is based on FRIL tool which is a java
based tool. It distinct data entries that refer to the
same entity in two or more input files. The process is
important for both data cleaning and integration. It
detects the data leakage between the given files as the
output.

Configuration of the Data Files
The input files which will be linked and detection
will be performed may have the following types of
data files that are-

A. FRIL technology
FRIL is tool for comparative record linkage. The tool
extends traditional record linkage tools with a richer
set of parameters. Users may systematically and

CSV File
Comma-separated values (CSV) file stores tabular
data (numbers and text) in plain-text form. Plain text
means that the file is a sequence of characters, with
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no data that has to be interpreted instead, as binary
numbers. A CSV file consists of any number of
records, separated by line breaks of some kind; each
record consists of fields, separated by some other
character or string, most commonly a literal comma
or tab.
EXCEL File
File saved in Microsoft excel format. FRIL works
with excel file saved in office 1997-2003 file format.
The configuration of excel data file require the
specification of file name and sheet name.
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